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The overheads of some common operations important to parallel programs are
displayed in Table . This system's clock period rounds tesOAthough it is not
unusual for modern microprocessors to be able to retire multiple instructions per clock
period, he operations will be normalized to a full clock period in the third column,
labeled “"Ratio". The first thing to note about this té&blhe large values of many of

the ratios.W T b 3t A
W 0.6ndA 9 3t retire D b TP
20D % [ @ bl AT e -
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Table: Performance of SynchronizationMechanismson4 -CPU1.8GHzAN
Opteron 844 System

Operation Cost (ns) Ratio
Clock period 0. 1.0
Best-case CAS 37.9 63.2
Best- case lock 65.6 109.3
Single cache miss 139.5 232.5
CAS cache miss 306.0 510.0
Comms Fabric 3,000 5,000

Global Comms 130,000,000 216,000,000
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W 1" h Linux
" Ya i A3.1 ey v 3.2 2 POSIX API
POSIX 3.3 2 b A
7 L3, . A o a -
W v a i A
3.1.0
Linux shell W 11 A T X
Wes A compute it > b a H A Y-
oL
1 compute_it 1 > compute_it.1.out &
2 compute_it 2 > compute _it.2.out &
3 wait

4 cat compute_it.1.out
5 cat compute_it.2.out

1 2 Y Ha@ ©°° & Ha@ P
Noz 7 [We DA 3 Ha P T4
5 FA 31 ‘Compute it Ha@ ©P
wait b v cat b A
31" @ shell b
H ..
3.2 i o shell . T HQ,
Tw.H,
s Wae ~ make LyWe- Ty T
@ jobA ~ ~ make-j4 Linuxp = 19 Ty
4@ A
N A H” b H
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3.2.POSIX

~ ¥ : = POSIX pthreads[Ope97A3.2.1
v POSIX fork() "4 T 322 @ =3 - ¥ 3.23
3, POSIX locking L~ 3.4 2 Linuxp T s bA
3.2.1.POSIX Y. 4= 1
fork)d = T a  kill()/ 37y exith
A fork() v e r LA Ty wait()1
A
- T o i YA b a A -7
H” a » a" . p i TN\ As @
b -7 7 A A
7/ Y oy q A H ~ K
W [Ste92] i A
1 pid = fork();
2 if (pid == 0) {
3 * child */
4} else if (pid < 0) {
5 [* parent, upon error */
6 perror(“fork");
7 exit( -1);
8} else {
9 /| * parent, pid == child ID */
10}
3.2 a fork()/
fork() W W H W s W A fork()
vy M Ne¥F H T 3.2 (forkjoin.c)A 1
forkQd  ~ i pd O VvA 2 pid w g W 0
t v 3 A i v 37 vy exit()
| A 6 0 ¢ v 4 fork()
- 5-7 4 ¥ A pd ¢ 0 t fork) w ~
9 - pid” D~ A

1 void waitall(void)



2{
3 int pid;
4 int status;
5
6 for (;;) {
7 pid = wait(&status);
8 if (pid == -1){
9 if (errno == ECHILD)
10 break;
11 perror(“wait");
12 exit( -1);
13 }
14 }
15}
3.3 a wait()
Ty wait()/ Ar ~ g A
shell Ta W7 wait(y W e A
1Ty wait() Wa 3 waitall) & ~ 3.3 (apipthread.h)
@ waitall()® b shell T waith A 6-15 W
W @ W OA 7 wait()1 [ e
¥ D™ A “w-I H wait()
A 9 errno 4 ECHILD 7
iT vy 10 ¥ Ab - 11 12 <
F A
3.4 wait()/ H 4w Hb “E shell wait
W i
lintx=0;
2 int pid,;
3
4 pid = fork();
5 if (pid == 0) { /* child */
6 X=1;
7 printf("Child process set x=1 \ n");
8 exit(0);

9}



10 if (pid < 0) { /* parent, upon error */

11 perror("fork");
12 exit( -1);
13}
14 waitall();
15 printf("Parent process sees x=%d \'n", x);
3.4 fork() = b", P
: b p " .
" forkjoinvar.¢ A 6 wun 1T x T
v 8 FA 14 v
A0 0 T ox v OA ¥ I

Child process set x=1

Parent process sees x=0

3.5 fork() wait() . H
_ TLp 3.2.2
fork-join _ A
3.2.2.POSIX4 Y @ &= n
1 intx=0;
2
3 void *mythread(void *arg)
4{
5 X=1;
6 printf("Child process set x=1 \ n");
7 return NULL;
8}
9
10 int main(int argc, char *argv[])
11§
12 pthread_t tid;
13 void *vp;
14
15 if (pthread_create(&tid, NULL, mythread, NULL) !=
0) {
16 perror("pthread_create");
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17 exit( -1);

18 }
19 if (pthread_join(tid, &vp) !=0) {
20 perror("pthread_join");
21 exit( -1);
22 }
23 printf("Parent process sees x=%d \ n", X);
24 return O;
25}
3.5 pthread_create(}- TP
W @ T = i pthread_createf) - 3.5
T 15 " pcreate.tA pthread _create() W a O pthread_t
6 - ID” ©  Ha NULL & Wa”
pthread_attr t Yo = D
T mythread()” Wa NULL G D mythread() a A
@® T~ mythread() return,” P 37 vy
pthread_exit) A
3.6 35T mythread() Y “w. H
pthread_exit()?
19 pthread_join() fork-join T wait() o W
[ tidi A H " H pthread_exit()
H B A v pthread_join() R
a TA v H D pthread_exit() v’ H
B v U_o6 T v FA
35T F W0 vWe H H ", p A
Child process set x=1
Parent process sees x=1
@ FUe ©GW 7 Ve W
X VAKy Wa o vV 3 W 0 1 v Ty
W w [ data rack A u C bG ¥ datarace
LTy W no6 6 T hw w
v 4 A
3.7 C datarace bAKkyv G ~ w_ H Linuxp
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3.2.3.POSIX

POSIX "H a [ POSIX L ¢ data racd POSIX
saed 0T pthread_mutex_lock() pthread_mutex_unlock&)
o b w pthread_mutex_ t A A
PTHREAD MUTEX_INITIALIZER  ~ pthread_mutex_initf)
N A . A > A

pthread_mutex_lock) I 0L We © pthread_mutex_unlock()

I LW e A w | £ v /AT YW
7 W @ W @ Lr LW A - W
0 W © Hi The WAl %ol 3 Wa
7 W e A
3.8 @ 0 W wi . H.

1 pthread_mutex_tlock_a = PTHREAD MUTEX_INITIALIZER;
2 pthread_mutex_t lock_b = PTHREAD _MUTEX_INITIALIZER;

3intx=0;

4

5 void *lock_reader(void *arg)

6{

7 int i;

8 int newx = -1;

9 int oldx = -1;

10 pthread_mutex_t *pmlp = (pthread_mutex_t *arg;
11

12 if (pthread_mutex_lock(pmlp) !'= 0) {

13 perror("lock_reader:pthread_mutex_lock");

14 exit( -1);

15 }

16 for (i=0;i<100; i++) {

17 newx = ACCESS_ONCE(x);

18 if (newx = oldx) {

19 printf("lock_reader(): x = %d \ n", newx);
20 }

21 oldx = newx;

22 poll(NULL, O, 1);



23 }

24 if (pthread_mutex_unlock(pmlip) !'=0) {

25 perror("lock_reader:pthread_mutex_unlock");

26 exit( -1);

27 }

28 return NULL;

29}

30

31 void *lock_writer(void *arg)

32{

33 int i;

34 pthread_mutex_t *nmlp = (pthread_mutex_t *)arg;

35

36 if (pthread_mutex_lock(pmlp) !'=0) {

37 perror("lock_reader:pthread _mutex_lock");

38 exit( -1);

39 }

40 for (1=0;i<3;i++) {

41 ACCESS_ONCE(x)++;

42 poll(NULL, 0O, 5);

43 }

44 if (pthread_mutex_unlock(p mip) !'=0) {

45 perror("lock_reader:pthread_mutex_unlock");

46 exit( -1);

47 }

48 return NULL;

49}

3.6 ¢ f o
3.6 a 9 lock.c U € %
Hy A . uWe 4 locka POSIX ~ 2 1
lock A 3 A vWaen T XA
5-28 H P lock_reader{) arg

x vA 10 arg W @ pthread_mutex_t
D pthread_mutex_lock() pthread mutex_unlockf)u &
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pthread_mutex_t

12-15 Y pthread_mutex_t ~ v’ !
FA 1623 X v° v 0 i v ~F A 22
3 le v @ P9 i 3t A 2427
pthread_mutex_t ~ PW v’ ! FA
28 NULL" pthread_create() v A
3.10 0 W@ pthread_mutex t Q 0
HwW -
3.6 31-49 lock writer(® ~ pthread_mutex_t
n © x vA lock readery -~ 34 arg
pthread_mutex_t 3639 0 Y 4447 A
v 40-48 vn 1 x v~ ¥ 5@ A
1 printf("Creating two threads using same lock: \ n");
2 if (pthread_create(&tid1, NULL,
3 lock reader, &lock _a) !'=0) {
4 perror("pthread_create");
5 exit( -1);
6}
7 if (pthread_create(&tid2, NULL,
8 lock writer, &lock_a) '=0) {
9 perror("pthread_create");
10 exit( -1);
11}

12 if (pthread_join(tid1, &vp) '= 0) {
13 perror("pthread_join");

14 exit( -1);

15}

16 if (pthread_join(tid2, &vp) '= 0) {
17 perro r("pthread_join");

18 exit( -1);

19}
3.7 g £ f o
3.7 VW lock _reader() lock writer() 9 " H @
a W “lock A 26 < We lock_writer() 711
- Wa lock_reader() A 1219 H @ A 1
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Creating two threads using same lock:
lock_reader(): x=0

W H e a W ” lock_reader() [ lock_writer()

Qo =

Kvi x T VA
3111 x=0: 3.7 9

~

W, . b - ¥, v, H.
1 printf("Creating two threads w/different

<l

P2 )

locks: \n");
X = 0;
if (pthread_create(&tid1, NULL,
lock_reader, &lock_a) != 0) {
perror("pthread_create");
exit( -1);
}
if (pthread_create(&tid2, NULL,
lock_writer, &lock_b) = 0) {
perror("pthread_create");
11 exit( -1);
12 }
13 if (pthread_join(tid1, &vp) '= 0) {
14  perror("pthread_join");
15  exit( -1);
16 }
17 if (pthread_join(tid2, &vp) '= 0) {
18 perror("pthread_join");
19  exit( -1);
20 }
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3.8 VW 3.0 7 b b “ lock_reader()
lock_& lock_writer() lock_bA 0 F 0
Creating two threads w/different locks:
lock reader(): x=0
lock_reader(): x =1
lock reader(): x =2



lock reader(): x =3

G H @ a b 0 b ee ° Y A
lock_reader() 1}~ Y lock writer) O n T x T LA
312 3 b - A H Y
T Ay e Q L 7 g Ny
Y o Y.
3.13 3.8 n T lock_reader() G lock_writer()
v T v | L & B b " 4w, Hb
3.14 37 A n T X 4. H 38
A -
POSIX ¢ p P : A L W@
- 7/ B VA NW . POSIX
0 A
3.2.4.POSIX
POSIXAPI t ,W Q ~  pthread_rwlock_t A
pthread_mutex ® ~ pthread rwlock 8~ y
PTHREAD RWLOCK_INITILIZER A~ pthread_rwlock_init()
* A . A pthread_rwlock_rdlock() 0 pthread_rwlock_t
pthread_rwlock_wrlock() 0 Q ” pthread_rwlock _unlock() A
K 1, W@ pthread rwlock t Q ~ P Ty
@ pthread_rwlock_t l Q A
0 F ooy ’ A ’
Y Ty oo Y owe [y L=,
K 1, W@ v Q "H «
Ab | Q v A
1 pthread_rwlock t rwl = PTHREAD_RWLOCK_INITIALIZER;

2 int holdtime = 0;

3 int thinktime = O;

4 long long *readcounts;

5 int nreadersrunning = 0O;

6

7 #define GOFLAG_INIT O

8 #define GOFLAG_RUN 1
9 #define GOFLAG_STOP 2



10 char goflag = GOFLAG_INIT;
11

12 void *reader(void *arg)

13 {

14 inti;

15 long long loopcnt = 0;

16 long me = (long)arg;

17

18 _ sync_fetch_and_add(&nreadersrunning, 1);

19 while (ACCESS_ONCE(goflag) == GOFLAG_INIT) {
20  continue;

21 }

22 while (ACCESS_ONCE(goflag) == GOFLAG_RUN) {
23  if (pthread_rwlock_rdlock(&rwl) = 0) {

24 perror("pthread_rwlock_rdlock™);
25 exit( -1);

26 }

27 for (i = 1; i < holdtime; i++) {

28 barrier();

29 }

30 if (pthread_rwlock_unlock(&rwl) = 0) {

31 perror("pthread_rwlock _unlock™);
32 exit( -1);

33 }

34  for (i = 1; i < thinktime; i++) {

35 barrier();

36 }

37 loopcnt++;

38 }

39 readcounts[me] = loopcnt;
40 return NULL,;
41}
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T 18 _ sync fetch_and _add() A 1 § He a v [
Wa o viis T irv> 39 o T LA
W 0 el __sync_fetch_and_add() v v’
H Y A
gcc Y v A b™ ° _ sync_fetch_and_sul()

__sync_fetch_and_od)__sync_fetch_and_and() sync_fetch_and_xor()
__sync_fetch_ and nand() =~ =~ b a v A AW i
v™> " yYa _ _sync add _and féia _ sync_sub_and_fetcR()
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__sync_bool_compare_and_swap() sync_val_compare_and_swak() T A

v b oldval Y Hal - newvalQ i A bool
1 b w I b 0] [ IR, oldval
b Aval A i v 6 oldval ~ i VA
b wAKy Y Wi b b Ty T L
ot B: T Hal L b  universal ~
bool A T A "L b TYbuir
A b b b a”
A [Her90]
__sync_synchronizel) el p b L CPU D)
y n =~ 12.2 A B AR D
n, 3" CPU n. " yG ~ a  barrier(d -~ E
39T 28 A TNy bn Q@p L
" Ya ACCESS ONCE() ~ "E 36T 17 A Heal
b gce Lo T YEN ‘
#define ACCESS_ONCE(x) (*( volatile typeof(x)
*)&(X))
#define barrier() __asm__ _ volatile_ ("™ : :
"memory")
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gcc _ sync_ A L memoryordering  §~
P - b memory ordering H A
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, Categor |5 4g)x Linux Kernel
Thread pthread_t struct task_struct
Management
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pthread_exit() kthread_should_stop() (rough)
pthread_join() kthread_stop() (rough)

poll(NULL, 0, 5) schedule_timeout_interruptib

le()
E(i:sk:r):g pthread_mutex_t spinlock_t (rough)
struct mutex
PTHREAD_MUTEX_INITIALIz DEFINE_SPINLOCK()
DEFINE_MUTEX()
pthread_mutex_lock() spin_lock() (and friends)
mutex_lock() (and friends)
pthread_mutex_unlock() spin_unlock() (and friends)
mutex_unlock()
POSIX
Reader Writ  pthread_rwlock_t rwlock_t (rough)
er
Locking struct rw_semaphore
PTHREAD_RWLOCK_INITIAI DEFINE_RWLOCK()
DECLARE_RWSEM()
pthread_rwlock_rdlock() read_lock() (and friends)
down_read() (and friends)
pthread_rwlock_unlock() read_unlock() (and friends)
up_read()
thread_rwlock_wrlock() write_lock() (and friends)
down_write() (and friends)
pthread_rwlock_unlock() write_unlock() (and friends)
up_write()
gtggsziactions C Scalar Types atomic_t
atomic64 t
__sync_fetch_and_add() atomic_add_return()

atomic64_add_return()



__sync_fetch_and_sub() atomic_sub_return()
atomic64_sub_return()

__sync_val_compare_and_sw

g0
__sync_lock_test_and_set() |xchg() (rough)

cmpxchg()

__sync_synchronize() smp_mb()
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1 long counter = 0;

2

3 void inc_count(void)
4{

5 cou nter++;

6}

7

8 long read_count(void)
9{

10 return counter;
11}

e - 41T F W
count_nonatomic’d I 1 @ T 5 v T
10 ¥ v A . H @ i
) ’ s Mb ¥ - -
3 A
b | N} W X A i Y
DwH W° 2 inc_count(® 100,014,000 * P
7 52,909,118 3y W EV P A
A

46 ++ b x86': b w Wa addto-memory 9D H.
4w H CPU @ 9 A .
4.7 8B 7 b v AP
Ww. H ’ HW e S #  bug Y ¥
1 atomic_t counter = ATOMIC _INIT(0);
2
3 void inc_count(void)
4{
5 atomic_inc(&counter);
6}
7
8 long read_count(void)



9{

10 return atomic_read(&counter);
11}
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4.12 . wby L @
1 DEFINE_PER_THREAD(long, counter);

2

3 void inc_count(void)

4{

5 __get_thread_var(counter)++;
6}

7

8 long read_count(void)

9{

10 int t;

11 long sum = 0;

12

13 for_each_thread(t)

14 sum += per_thread(counter, t);

15 return sum;

16}
45 ¢
W @ Ty W2 ) 45 ° count_statTA
1 HJ1Wa W W long ) 8
counter - ( HA
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1 DEFINE_PER_THREAD(at omic_t, counter);
2 atomic_t global_count;
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3 int stopflag;

4

5 void inc_count(void)

6 {

7 atomic_inc(&__get_thread_var(counter));

8}



9
10 unsigned long read_count(void)

11 {

12 return atomic_read(&global_count);

13}

14

15 void *eventual(void *arg)

16 {

17 intt

18 int sum;

19

20 while (stopflag < 3) {

21 sum = 0;

22  for_each_thread(t)

23 sum += atomic_xchg(&per_thread(counter,
t), 0);

24  atomic_add(sum, &global_count);

25 poll(NULL, 0, 1);

26  if (stopflag) {

27 smp_mb();

28 stopflag++;

29 }

30 }

31 return NULL;

32}

33

34 void count_init(void)

35{

36 thread_id t tid;

37

38 if (pthread_create(&tid, NULL, eventual,
NULL) = 0) {

39  perror("count_init:pthread_create");

40  exit( -1);

41 }



42}

43

44 void count_cleanup(void)
45 {

46 stopflag = 1;

47 while (stopflag < 3)

48  poll(NULL, 0, 1);

49 smp_mb();
50 }
47 6 W
4.7 count_stat_eventual.cT A 12 H %
v i n t - 3 2 stopflag & L -
1| “A 58 inc_count(P 45T £
W A 1013 read_countf i i global _count v A
P 34-42 count_init(P = = 1532 eventual() ~
A ) atamic_xchg(P @ v
v v [1  global_counfl Aeventual() H 1
~ B 0 "A 4450 count_cleanup® L A
L 0 G
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CPU M Ne A
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1 long __thread counter = 0;

2 long *counterp[NR_THREADS] = { NULL };
3 long finalcount = 0O;



4 DEFINE_SPINLOCK(final_mutex);

5

6 void inc_count(void)

7

8 counter++,;

9}

10

11 long read_count(void)

12 {

13 int t;

14 long sum;

15

16 spin_lock(&final_mutex);

17 sum = finalcount;

18 for_each_thread(t)

19 if (counterp[t] '= NULL)

20 sum += *counterpl[t];

21 spin_unlock(&final_mutex);

22 return sum;

23}

24

25 void count_register_thread(void)

26 {

27 int idx = smp_thread_id();

28

29 spin_lock(&final_mutex);

30 counterp[idx] = &counter;

31 spin_unlock(&final_mutex);

32}

33

34 void count_unregister_thread(int
nthreadsexpected)

35{

36 int idx = smp_thread_id();

37



38 spin_lock(&final_mutex);
39 fi nalcount += counter;
40 counterp[idx] = NULL;

41 spin_unlock(&final_mutex);

42 }
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“ we want threads to pull in their own c¢us, as crosthread accesses are
expensiveand scale poorly.
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1 unsigned long __thread counter = 0;

2 unsigned long __thread countermax = 0;

3 unsigned long globalcountmax = 10000;

4 unsigned long globalcount = 0;

5 unsigned long globalreserve = 0;

6 unsigned long *counterp[NR_THREADS] = { NULL };
7 DEFINE_SPINLOCK(gblcnt_mutex);

49 s y T
4.9 0 i n © A T counter
countermaxy 0 A3 globalcountmax
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1. globalcount globalreserve G G globalcountmax v A

2. countermaxy G G globalreserve v A

3. @ countery G G countermax v A

cownterp(] @ "H countedf  ~ © gblcnt_mutex
G n t 3 - 0 = gblent_ mutex = 1 b
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1 int add_count(unsigned long delta)

2{

3 if (countermax - counter >= delta) {

4  counter += delta;

5 return 1,

6 }

7 spin_lock(&gblcnt_mutex);

8 globalize_count();

9 if (globalcountmax -

10 globalcount - globalreserve < delta) {

11  spin_unlock(&gblcnt_mutex);

12 return O;

13 }

14 globalcount += delta;
15 balance_count();



16 spin_unlock(&gblent_mutex);
17 return 1;

18}

19

20 int sub_count(unsigned long delta)
21 {

22 if (counter >= delta) {

23  counter - = delta;

24 return 1;

25 }

26 spin_lock(&gblcnt_mutex);

27 globalize_count();

28 if (globalcount < delta) {

29  spin_unlock(&gblcnt_mutex);
30 return O;

31 }

32 globalcount - = delta;
33 balance_count();

34 spin_unlock(&gblcnt_mutex);

35 return 1;

36}

37

38 unsigned long read_count(void)
39{

40 intt;

41 unsigned long sum;

42

43 spin_lock(&gblcnt_mutex);

44 sum = globalcount;

45 for_each_thread(t)

46  if (counterp[t] '= NULL)

47 sum += *counterp[t];
48 spin_unlock(&gblcnt_mutex);
49 return sum;

50 }
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4.11 add_count@ sub_count() read_count@ (count_lim.cA

1-18 add_count()

1 static void globalize_count(void)
2 {

3 globalcount += counter;

4 counter = 0;

v deltav [ counter: A 3

counter delta T4 counter: - delta

6 wA add_counter() T bAI [
T 3bw 0kv cache mish
425 4117 3 00 pyu. H H 4. Hb 1

@ 00 b
3 if (counter + delta <= countermax){
4 counter += delta;
5 return 1;
6}
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5 globalreserve - = countermax;

6 countermax = 0;

7}

8

9 static void balance_count(void)
10 {

11 countermax = globalcountmax -

12 globalcount - globalreserve;
13 countermax /= num_online_threads();

14 globalreserve += countermax;

15 cou nter = countermax / 2;

16 if (counter > globalcount)

17  counter = globalcount;

18 globalcount - = counter;
19}

20

21 void count_register_thread(void)

22 {

23 int idx = smp_thread_id();

24

25 spin_lock(&gblcnt_mutex );

26 counterp[idx] = &counter;

27 spin_unlock(&gblcnt_mutex);

28 }

29

30 void count_unregister_thread(int
nthreadsexpected)

31{

32 intidx = smp_thread_id();

33

34 spin_lock(&gblcnt_mutex);

35 globalize_count();

36 counterp[idx] = NULL;

37 spin_unlock(&gblcnt_mutex);

38}
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21-28 count_regster_thread) o A e
gblent mutex G 1~ - counteft ~
counterp[] "H A

3038 count_unregister_thread() ¥ A
34 0 gblent_mutex ~ 37 A 35 globalize_count()
36 counterp([Jf "H A
4.3.3.H5 M D | O L)

.V 0o~ A= T o7 add_count()
sub_count() T 00 W Ap ~ i
countermax a add_count( a ..V globalcountmax
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1 unsigned long __thread counter = O;

2 unsigned long __thread countermax = O;

3 unsigned long globalcountmax = 10000;

4 unsigned long globalcount = 0;

5 unsigned long globalreserve = 0;

6 unsigned long *counterp[NR_THREADS] = { NULL };
7 DEFINE_SPINLOCK(gblcnt_mutex);

8 #define MAX_COUNTERMAX 100

413  s:f i
Y N~ count_lim_appt :: 3 D E 4.9 4.11
412~ 7 £z NeuA 3 MAX_COUNTERMAXY ~
4.13 49 nw ~ MAX COUNTERMAX U i countermax
"H v A
1 static void balance_count(void)
2{

3 countermax = globalcountmax - globalcount -



globalreserve;
4 countermax /= num_online_threads();
5 if (countermax > MAX_COUNTERMAX)
6 countermax = MAX_COUNTERMAX;
7 glob alreserve += countermax;
8 counter = countermax / 2;
9 if (counter > globalcount)
10  counter = globalcount;

11 globalcount - = counter;
12}
414 s P
3 7 4.14 4.12T balance_count)y M nw -~ =3 5
6 i counternax ¥ 3 MAX_COUNTERMAX LA
435.v% i Q08
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1 atomic_t __ thread counterandmax = ATOMIC_INIT(0);



2 unsigned long globalcountmax = 10000;
3 unsigned long globalcount = 0;
4 unsigned long globalreserve = 0;
5 atomic_t *counterp[NR_THREADS] = { NULL };
6 DEFINE_SPI NLOCK(gblcnt_mutex);
7 #define CM_BITS (sizeof(atomic_t) * 4)
8 #define MAX_COUNTERMAX ((1 << CM_BITS)
9
10 static void
11 split_counterandmax_int(int cami, int *c,
int *cm)

12 {
13 *c = (cami >> CM_BITS) & MAX_COUNTERM
14 *cm = cami & MAX_COUNTERMAX;
15}
16
17 static void
18 split_counterandmax(atomic_t *cam, int *old,
19 int *c, int *cm)
20 {
21 unsigned int cami = atomic_read(cam);
22
23 *old = cami;
24 split_counterandmax_int(cami, ¢, cm);
25}
26
27 static int merge_counterandmax(int c, int cm)
28 {
29 unsigned int cami;
30
31 cami = (c << CM_BITS) | cm;
32 return ((int)cami);
33}

415 /1 :F y T
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count_lim_atomic.tA ! * counter countermax 1

counterandmak  ~ counter v countermad 1
W atomic_t 3 int A
2-6 globalcountmax globalcount globalreserve counterp
gblent_ mutex g~ i H 413T W A 7 H %
CM_BITS 7  countegandmax B y B\ bit 8 H 3
MAX_COUNTERMAX f  counterandmax B v B~ v A
429  4.15T 7 13C % W
1015 split_counterandmax_in®) ~ ( atomic_t
counterandmak T Ne ¥ W int 168 v 168 A 13 ¥
counterandmax  16PF ~ a ¢ 14 # counterandmax Y
168 ~ a cmA
17-25 split_counterandmax® ~ ¢ 21 T T 0Ov-
23 v a old 24 split_counterandmax_int{p
v A
4.30 7 Wa counterandmak ~ w. H 4.15T 18
D Ve A
27-33 merge_counterandmaf) =~ Y b  split_counterandmax()
{ DA 31 D~ & ¢ cmNe# counter counermax
" Wae int A
431 w_ H 4.15T merge_counterandmax() int b
atomic_t?

1 int add_count(unsigned long delta)
2 {

3 intc;

4 int cm;
5 int old;
6 int new;
7

8

9

do {
split_counterandmax(&counterandmax, & old,
&c, &cm);
10  if (delta > MAX_COUNTERMAX || ¢ +
delta > cm)
11 goto slowpath;



12 new = merge_counterandmax(c + delta, cm);
13 } while (atomic_cmpxchg(&counterandmax,

14 old, new) != old);
15 return 1,
16 slowpath:

17 spin_lock(&gblcnt_mutex);
18 globalize_count();

19 if (globalcountmax - globalcount -

20 globalreserve < delta) {

21  flush_local_count();

22  if (globalcountmax - globalcount -
23 globalreserve < delta) {

24 spin_unlock(&gblcnt_mutex);

25 return O;

26 }

27 }

28 globalcount += delta;
29 balance_count();
30 spin_unlock(&gblcnt_mutex);

31 return 1;

32}

33

34 int sub_count( unsigned long delta)
35{

36 intc;

37 int cm;

38 int old;

39 int new;

40

41 do {

42  split_counterandmax(&counterandmax, &old,

&c, &cm);
43  if (delta > ¢)
44 goto slowpath;
45 new = merge_counte randmax(c - delta, cm);



46 } while (atomic_cmpxchg(&counterandmax,

47 old, new) != old);
48 return 1,
49 slowpath:

50 spin_lock(&gblcnt_mutex);
51 globalize_count();

52 if (globalcount < delta) {
53 flush_local_count();
54  if (globalcount < delta) {

55 spin_unlock(&gblcnt_mutex);
56 return O;

57 }

58 }

59 globalcount - = delta;

60 balance_count();
61 spin_unlock(&gblcnt_mutex);

62 return 1;
63}
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1 unsigned long read_c ount(void)

2 {

3 intc;

4 int cm;

5 int old;

6 Intft;

7 unsigned long sum;

8

9 spin_lock(&gblcnt_mutex);

10 sum = globalcount;

11 for_each_thread(t)

12  if (counterp[t] = NULL) {

13 split_counterandmax(counterp[t], &old,

&c, &cm);

14 sum += C;

15 }

16 spin_unlock(&gblcnt_mutex);

17 return sum;

18 }

417 /1 P
4.17 read_count® 9 0 gblent_mutex ~ 16 A
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1 static void globalize_count(void)

2 {

3 intc;

4 int cm;

5 int old,;

6

7 split_counterandmax(&counterandmax, &old, &c,
&cm);

8 globalcount += c;

9 globalreserve -=cm;

10 old = merge_counterandmax(0, 0);
11 atomic_set(&counterandmax, old);

12}

13

14 static void flush_local_count(void)
15 {

16 intc;

17 int cm;

18 int old;

19 intt;

20 int zero;

21

22 if (globalreserve == 0)
23  return;

24 zero = merge_counterandmax(0, 0);
25 for_each_thread(t)
26  if (counterp[t] '= NULL) {

27 old = atomic_xchg(counterplt], zero);
28 split_counterandmax_int(old, &c, &cm);
29 globalcount += c;

30 globalreserve -=cm;

31 }

32}

33

34 static void balance_count(void)



35 {

36 intc;

37 int cm;

38 int old;

39 unsigned long limit;

40

41 limit = globalcountmax - globalcount

globalreserve;

42 limit /= num_online_threads();
43 if (limit > MAX_COUNTERMAX)
44  cm = MAX_COUNTERMAX;
45 else
46  cm = limit;
47 globalreserve += cm;
48 c=cm/ 2;
49 if (c > globalcount)
50 ¢ = globalcount;
51 globalcount -=¢;
52 old = merge_counterandmax(c, cm);
53 atomic_set(&counterandmax, old);
54 }
55
56 void count_register_thread(void)
57 {
58 int idx = smp_thread_id();
59
60 spin_lock(& gblcnt_mutex);
61 counterp[idx] = &counterandmax;
62 spin_unlock(&gblcnt_mutex);
63 }
64
65 void

count_unregister_thread(int nthreadsexpected)
66 {
67 int idx = smp_thread_id();



68

69 spin_lock(&gblcnt_mutex);
70 globalize_co unt();

71 counterp[idx] = NULL;

72 spin_unlock(&gblcnt_mutex);

73}
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4.34 What stops a thread from simply refilling its counterandmax
variable immediately after flush local count() on lineaf&igure 4.18 empties it?
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419 SignalTheft
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T theft
4 READYA

W 0 @ theft 4 READY

A theft
4.38 4.19T° v . H REQ theft
4.39 4.19T " Nez REQ ACK

o T Y | w READYA
4.4.4.SignalThefti Q1 oih N

1 #define THEFT_IDLE O

2 #define THEFT_REQ 1

3 #define THEFT_ACK 2

4 #de fine THEFT_READY 3

5

6 int __ thread theft = THEFT IDLE;

7 int __thread counting = O;

8 unsigned long __thread counter = 0;

9 unsigned long __thread countermax = 0;

10 unsigned long globalcountmax = 10000;

11 unsigned long globalcount = 0;

12 unsigned long globalreserve = 0;

13 unsigned long *counterp[NR_THREADS] =
{ NULL };

4 IDLEA

theft
@ H” P

14 unsigned long *countermaxp[NR_THREADS] =

{ NULL };
15 int *theftp[NR_THREADS] = { NULL };
16 DEFINE_SPINLOCK(gblcnt_mutex — );
17 #define MAX_COUNTERMAX 100
4.20° SignatTheft:
4.20 count_lim_sig.t v G signaktheft
A 17 H i W perthread

y T

2



817 H | 37 v 14 15 © H
countermax thefti A

1 static void globalize_count(void)

2 {

3 globalcount += counter;

4 counter = 0;

5 globalreserve - = countermax;

6 countermax = O;

7}

8

9 static void flush_local_count_sig(int unused)
10 {

11 if (ACCESS_ONCE(theft) 1= THEFT_REQ)
12 return;

13 smp _mb();

14 ACCESS_ONCE(theft) = THEFT_ACK;
15 if (counting) {

16 ~ ACCESS_ONCE(theft) = THEFT_READY;
17 }

18 smp_mb();

19}

20

21 static void flush_local_count(void)

22 {

23 intt;

24 thread id t tid;

25

26 for_each_tid(t, tid)

27 if (theftp[t] '= NULL) {

28 if (*countermaxplt] == 0) {

29 ACCESS_ONCE(*theftp[t]) = THEFT_READY;
30 continue;

31 }

32 ACCESS_ONCE((*theftp[t]) = THEFT_REQ;

33 pthread_Kill(tid, SIGUSR1);



34 }
35 for_each_tid(t, tid) {

36 if (theftp[t] == NULL)

37 continue;

38 while (ACCESS_ONCE((*theftpl[t]) !=
THEFT_READY) {

39 poll(NULL, 0, 1);

40 if (ACCESS_ONCE(*theftp[t]) == THEFT_REQ)

41 pthread_kill(tid, SIGUSR1);

42 }

43 globalcount += *counterplt];

44 *counterp(t] = O;

45 globalreserve - = *countermaxplt];

46 *countermaxp[t] = O;

47 ACCESS_ONCE(*theftp[t]) = THEFT_IDLE;

48 }

49 }

50

51 static void balance_count(void)

52 {

53 countermax = globalcountmax -

54 globalcount - globalreserve;

55 countermax /= num_online_threads();
56 if (countermax > MAX_COUNTERMAX)
57  countermax = MAX_COUNTERMAX;
58 globalreserve += countermax;

59 counter = countermax / 2;

60 if (counter > globalcount)

61 counter = globalcount;

62 globalcount - = counter;
63 )
4.21° SignalTheft: P
421 = perthread n T H P A 17
global_count)) H [F W A 919 flush_local_count_sig()
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16 theft w READYA
4.40 421 flush_local_count _sigl)” 4w . H
ACCESS_ONCE() perthreadi  theft 0.
21-49 flush_local_count) © 4
A 2634 @ theft  ~
0 WaeH™ A 27 Kv b A ¢ 28
|k K v " 29 L theft
4w READY" 30 [= ¥ e A 32
s theft 4w REQ 33 0 WeH A
4.41 421T  w. H 28 (I countermax
i n .
4.42 4217  w. H 33 [ 0
WeH
443 421T 9 ~ Y gcc POSIXI A ISO
C %o A" H.
35-48 @ [ READY 0 A
36-37 Kv b Y3842 s theft
{ w READYA 39 wu Qno I 1 40 oo
H” [~ 41 0 H™ A [ 43 ~ theft
READY 43-46 0A 47 theft
IDLEA
4.44 421T  w. H 4 0 H”
51-63 balance_counf) H [F s A
1 int add_count(unsigned long delta)
2 {
3 int fastpath = 0;
4
5 counting = 1;
6 barrier();
7 if (countermax - counter >= delta &&
8 ACCESS_ONCE(theft) <= THEFT_REQ) {
9 counter += delta;
10 fastpath = 1;



11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

36 }

37

}

barrier();
counting = 0;
barrier();
if (ACCESS_ONCE(theft) == THEFT_ACK) {
smp_mb();
ACCESS_ONCE(theft) = THEFT_READY;
}
if (fastpath)
return 1;
spin_lock(&gblcnt_mutex);
globalize_count();
if (globalcountmax - globalcount -
globalreserve < delta) {
flush_local_count();
if (globalcountmax - globalcount
globalreserve < delta) {
spin_unlock(&gblcnt_mutex);
return O;

}

globalcount += delta;
balance_count();
spin_unlock(&gblcnt_mute X);
return 1;

38 int sub_count(unsigned long delta)

39 {

40
41
42
43
44
45

int fastpath = 0;

counting = 1;
barrier();
if (counter >= delta &&
ACCESS_ONCE(theft) <= THEFT_REQ) {



46  counter -=d elta;
47  fastpath = 1,
48 }
49 Dbarrier();
50 counting = 0;
51 barrier();
52 if (ACCESS_ONCE(theft) == THEFT_ACK) {
53 smp_mb();
54 ACCESS_ONCE(theft) = THEFT _READY;
55 }
56 if (fastpath)
57 return 1,
58 spin_lock(&gblcnt_mutex);
59 (globalize_count();
60 if (globalcount < delta) {
61 flush_local count();
62 if (globalcount < delta) {
63 spin_unlock(&gblcnt_mutex);
64 return O;
65 }
66 }
67 globalcount - = delta;
68 balance_count();
69 spin_unlock(&gblcnt_mutex);
70 return 1,
71}
4.22 SignalTheft: vad: P
4.22 1-36 add_count® A 520 © 2135
A 5 perthreadi  countingu T KvH T
H~ P W theft ¥ ACK b READY H
Ty A 6 Y n ~ G r
W countingy [ A 7 8 perthread " y
add_count() vy i s K v 0 v "
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READY © 16 WP © GKy

CPU 3 9 A 9
H 20 wA
1 unsigned long read_count(void)
2 {
3 intt;
unsigned long sum;

spin_lock(&gblcnt_mutex);
for_each_thread(t)

if (counterplt] '= NULL)
10 sum += *counterpl(t];

4
5
6
7 sum = globalcount;
8
9

11 spin_unlock(&gblcnt_mutex);

12 return sum;

13}

4.23 SignalTheft:
¢t T 21 A
3Ty Ne b 3 A

P add countp - Y  sub_count() Ne
read_count() Ne 3 A

1 void count_init(void)

2 {

3 struct sigaction sa;

sa.sa_handler = flush_local_count_sig;

sa.sa_flags = 0;

5

theft Y
17 READY

P
HlFoe
3871 sub_count()
LY 4.23

if (sigaction(SIG USR1, &sa, NULL) = 0) {

4
5
6 sigemptyset(&sa.sa_mask);
7
8
9

perror("sigaction");
10  exit( -1);
11 }
12}



13
14 void count_register_thread(void)
15 {
16 int idx = smp_thread_id();
17
18 spin_lock(&gblcnt_mutex);
19 counterp[idx] = &counter;
20 countermaxpl[idx] = &countermax;
21 theftp[idx] = &theft;
22 spin_unlock(&gblcnt_mutex);
23}
24
25 void count_unregister_thread(int
nthreadsexpected)
26 {
27 int idx = smp_thread_id();
28
29 spin_lock(&gblcnt_mutex);
30 globalize_count();
31 counterp[idx] = NULL;
32 countermaxp[idx] = NULL;
33 theftp[idx] = NULL;
34 spin_unlock(&gblcnt_mutex);
35}
4.24 SignatTheft s 4 P
4.24 1-12 count_init() flush_local _count_sigf) SIGUSR1
H~ # ~  flush_local_county] pthread_kill) Y
flush_local_count_sigQ Y n bHE P 3 Y 1|
Ne VA
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8 do_io();
9 sub_count(1);
10}

b TP “ G 80386
T b 3 H 1A
‘ H A
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4.45 War n
4.5.z e BEX Q-
4.4
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WA [ 1w b” |k v
A | 31 g //e)
v oL Y ’ nb
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W y _W Ty v Wa
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446 a w::Z “
vt Z 1 Tp7
Ne _W A ¥
I/O 7 C
a Q v 0
/10 7 A
1 read_lock(&mylock);
2 if (removing) {
3 read_unlock(&mylock);
4 cancel_io();
5 }else {
6 add_count(l);
7 read _unlock(&mylock);

I/O

pu—r)



4.6.X

/1O

¥ W
1 write_lock(&mylock);
2 removing = 1;
3 sub_count(mybias);
4 write_unlock(&mylock);
5 while (read_count() '=0) {
6 poll(NULL, 0, 1);
7}
8 remove_device();
1 6 - 4
/O b A

Q¥

Count_stat.c 4.2.2
Count_end.c 4.2.4
Count_end_rcu.c 9.1

4.1 F 332

z Aperthread
0 ' T
8 .

40.4 ns
6.7 ns
6.7 ns

220 ns
521 ns
481 ns

64
220 ns
205.000 ns
3.700 ns



4.49 41 countstat® T~ 17y [°
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perthread 3 A
450 4.1 / b
4.1 w3 IR B I - R
4.2 3t A :: v b
v Power5 :'t Ty Q H~
A b i A ‘ 0 - Q L A
42" ;¢ Power5

1

Count_lim.c 43.2 N 9.7ns 517ns 202.000ns
Count_lim_app.c 43.4 N 6.6ns 520ns 205.000 ns
Count_lim_atomic.c 4.4.1 Y 56.1ns 606ns 166.000ns
Count_lim_sig.c 4.4.4 Y 17.5ns 520 ns 205.000 ns
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Lock L Lock R
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R1
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Index L Index R
R4 R1 R2 R3
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58 12 "H 1
58 = 12e¢"H v Ve 4e i LA
1 struct pdeq {
2 spin lock_t llock;
3 int lidx;
4 spinlock_t rlock;
5 int ridx;
6 struct deq bkt[DEQ_N_BKTS];
7}
59 ¢ 7 y
5.9 ey C T X structdeq U
i ! A a 2 v n - 4
) 5 T W Tyi i i
! A wa D o false
sharing http://en.wikipedia.org/wiki/False_sharirg
1 struct element *pdeq_dequeue_I(struct pdeq *d)
2 {
3 struct element *e;
4 i nt i
5
6 spin_lock(&d - >llock);
7 1= moveright(d - >lidx);
8 e = deqg_dequeue_l(&d - >bkt[i]);
9 if (e '= NULL)
10 d ->lidx = i;
11 spin_unlock(&d - >llock);
12 return e,
13}
14
15 void pdeq_enqueue_lI(struct element *e, struct

pdeq *d)


http://en.wikipedia.org/wiki/False_sharing

16 {

17 inti;

18

19 spin_lock(&d - >llock);

20 i=d - >lidx;

21 deg_enqueue_l(e, &d - >bkt[i]);
22 d  ->lidx = moveleft(d - >lidx);
23 spin_unlock(&d - >llock);

24 }

25

26 struct element *pdeq_dequeue_r(struct pdeq *d)
27 {

28 struct element *e;

29 inti;

30

31 spin_lock(&d - >rlock);

32 i = moveleft(d - >ridx);

33 e = deq_dequeue_r(&d - >bkt[i]);
34 if (e '= NULL)

35 d - >ridx = i;

36 spin_unlock (&d - >rlock);

37 return e,

38}

39

40 void pdeq_enqueue_r(struct element *e,
struct pdeq *d)

41 {

42 inti;

43

44 spin_lock(&d - >rlock);

45 i=d - >ridx;

46 deg_enqueue_r(e, &d - >bkt[i]);
47 d - >ridx = moveright(d - >lidx);
48 spin_unlock(&d - >rlock);

49 }
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1 struct list_head *pdeq_dequeue_I(struct pdeq *d)
2 {
3 struct list_head *e;
4 inti;
5
6 spin_lock (&d - >llock);
7 e = deg_dequeue_l(&d - >ldeq);
8 if (e == NULL) {
9 spin_lock(&d - >rlock);
10 e = deq_dequeue_l(&d - >rdeq);
11  list_splice_init(&d - >rdeg.chain,

&d- >|deq.chain);



12 spin_unlock(&d - >rlock);

13 }

14 spin_unlock(&d - >llock);

15 return e,

16 }

17

18 struct list_head *pdeq_dequeue_r(struct pdeq *d)

19 {

20 struct list_head *e;

21 inti;

22

23 spin_lock(&d - >rlock);

24 e = deqg_dequeue_r(&d - >rdeq);

25 if (e == NULL) {

26  spin_unlock(&d - >rlock);

27  spin_lock(&d - >llock);

28  spin_lock(&d - >rlock);

29 e =deqg_dequeue_r(&d - >rdeq);

30 if (e == NULL) {

31 e = deq_dequeue_r(&d - >ldeq);

32 list_splice_init(&d - >|de g.chain,
&d- >rdeq.chain);

33 }

34  spin_unlock(&d - >llock);

35 }

36 spin_unlock(&d - >rlock);

37 return e;

38}

39

40 void pdeq_enqueue_I(struct list_head *e,
struct pdeq *d)

41 {

42 inti;

43

44 spin_lock(&d - >llock);



50 {
51 inti;
52
53 spin_lock(&d - >rlock);
54 deg_enqueue_r(e, &d - >rdeq);
55 spin_unl ock(&d - >rlock);
56 }
5.11 i | 0
511 3 @ A b T i
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45 deg_enqueue_l(e, &d
46 spin_unlock(&d

47}

48

49 void pdeq_enqueue_r(struct list_head *e,

- >ldeq);

- >llock);

struct pdeq *d)
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1 struct hash_table

2{

3 long nbuckets;

4 struct node **buckets;

S}
6

7 typedef struct node {

8 unsigned long key;

9 struct node *next;

10 } node_t;

11

A 5.15T

v.S. Intel x86
@ Ta

H [ SMP

1 1 H

12 int hash_search(struct hash_table *h, long key)

13 {
14
15
16
17
18
19
20

struct node *cur;

cur = h

if (cur

- >buckets[key % h - >nbuckets];
while (cur '= NULL) {
- >key >= key) {

return (cur

- >key == key);



21  cur =cur - >next;
22 }
23 return O;
24 }
5.15 y

5.3.2.Th

0 T A
1 spinlock_t hash_lock;
2

3 struct hash_table

4{

5 long nbuckets;

6 struct node **buckets;
7}

8

9 typedef struct node {
10 unsigned long key;
11 struct node *next;

12 } node_t;

13

14 int hash_search(struct hash_table *h, long key)
15 {

16 struct node *cur;

17 int retval;

18

19 spin_lock(&hash_lock);

20 cur = h - >buckets[key % h - >nbuckets];
21 while (cur = NULL) {

22 if (cur - >key >= key) {

23 retval = (cur - >key == key);

24 spin_unlock(&hash_lock);



25 return retval;

26}
27 cur =cur - >next;
28 }
29 spin_unlock(&hash_lock);
30 return O;
31}
5.16 G 9
v 7 W X M - b
ta 9 A AT Ty 1O
3" 516 Ap ~ 515 ~ hash_searchf) Y W return
i 3 2 Y ||f A
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1 struct hash_table
2 {
3 long nbuckets;



4 struct bucket **buckets;
SH

6

7 struct bucket {

8 spinlock_t bucket_lock;
9 node_t *list_head;

10 }

11

12 typedef struct node {
13 unsigned long key;

14 struct node *next;

15 } node _t;

16

17 int hash_search(struct hash_table *h, long key)
18 {

19 struct bucket *bp;

20 struct node *cur;

21 int retval;

22

23 bp =h ->buckets[key % h - >nbuckets];
24 spin_lock(&bp - >bucket_lock);

25 cur = bp - >list_head;

26 while (cur !'= NULL) {

27  if (cur - >key >= key) {

28 retval = (cur - >key == key);
29 spin_unlock(&bp - >hash_lock);
30 return retval;

31}

32 cur=cur - >next;

33 }

34 spin_unlock(&bp - >hash_lock);

35 return O;

36}
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Parallel
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Locking
»[ Allocator |
Caches
_/
5.23
VH YL - [T
W W AWl o vl T
5.23A
1. Q " 541 “A
2. ReadCopyUpdate RCU™ bu Q 0
83 : ° Tbw i ~ A
3. " [Mck96]”  5.4.2 A
4. Ne ~ [McK96][MS93]"A 5.4.3
5.4.1.
1 rwlock _t hash_lock;
2
3 struct hash_table
4 {
5 long nbuckets;

6 struct node **buckets;
¢

8

9 typedef struct node {
10 unsigned long key;
11 struct node *next;



12 } node _t;

13
14 int hash_search(struct hash_table *h, long key)
15 {
16 struct node *cur;
17 intr etval;
18
19 read_lock(&hash_lock);
20 cur=h - >buckets[key % h - >nbuckets];
21 while (cur !'= NULL) {
22  if (cur - >key >= key) {
23 retval = (cur - >key == key);
24 read_unlock(&hash_lock);
25 return retval;
26 }
27 cur =cur - >next;
28 }
29 read_unlock(&hash_lock);
30 return O;
31}
524 ¢ Q0
Y b a N
W X Mk “H @ Ty v~ AQ
b e "Q 2WQ 3¢ A 524 v Q
A
Q W i o ASnaman[ST87] =uW ° w
- 6@ - Ta A 6 W ey
Q H A
5.4.2.P 1

1 struct hash_table

2{

3 long nbuckets;

4 struct bucket **buckets;
S5H



6

7 struct bucket {

8 spinlock _t bucket lock;
9 node_t *list_head;

10 };

11

12 type def struct node {
13 spinlock_t node_lock;
14 unsigned long key;

15 struct node *next;

16 } node _t;

17

18 int hash_search(struct hash_table *h, long key)
19 {

20 struct bucket *bp;

21 struct node *cur;

22 int retval;

23

24 bp=nh - >buckets[key % h - >nbuckets];
25 spin_lock(&bp - >bucket_lock);

26 cur = bp - >list_head;

27 while (cur !'= NULL) {

28 if (cur - >key >= key) {

29 spin_lock(&cur - >node_lock);
30 spin_unlock(&bp - >bucket_lock);
31 retval = (cur - >key == key);
32 spin_unlock(&cur - >node_lock);
33 return retval;

34 }

35 cur=cur - >next;

36 }

37 spin_unlock(&bp - >bucket_lock);

38 return O;

39}
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5.4.3.3.

1 #define TARGET _POOL_SIZE 3

2 #define GLOBAL_POOL_SIZE 40

3

4 struct globalmempool {

5 spinlock_t mutex;

6 intcur;

7 struct memblock *pool[GLOBAL_POOL_SIZE];
8 } globalmem;

9

10 struct percpumempool {

R |

2



11 int cur,

12 struct memblock *pool[2 * TARGET_POOL_SIZE];

13}

14

15 DEFINE_PER_THREAD(struct percpumempool,
percpumem);

5.2 Ne
527 wel 1 L Ne A 526 n

globalmem ~ W strcut globalmempd” H @ CPU CPU
i percoumem ~ W struct percpoumempodl H @ W @
pool ~ b D o 0 "THA
globalmem.pool[3) NULL" Ht If 4 w NULLAcur

pool TW "H w1 pool w Atr

globalmem.pool[0] globalmem.pool[globalmem.cur] v

7 WA
(Empty) -1

pool b 528 T Ea N pool T
Tk n cur A 0 -

n  NULL A L Y W @
cur @ We A

5434. Ne P

1 struct memblock *memblock_alloc(void)



{
int i;
struct memblock *p;

2

3

4

5 struct percpumempool *pcpp;

6

7 pcpp = &__get_thread_var(percpumem);
8 if (pcpp ->cur < 0) {

9  spin_lock(&globalmem.mutex);

10 for (i = 0; i < TARGET_POOL_SIZE &&

11 globalmem.cur >= 0; i++) {
12 pcpp - >pool[i] =
globalmem.pool[globalmem.cur];
13 globalmem.pool[globalmem.cur -- ] = NULL;
14}
15 pcpp ->cur = i - 1
16  spin_unlock(&globalmem.mutex);
17 }
18 if (pcpp ->cur >= 0) {
19 p = pcpp - >pool[pcp p- >cur];
20  pcpp - >pool[pcpp - >cur -- ] = NULL;
21 return p;
22 }
23 return NULL;
24 }
5.29 Ae Ne P
529T" Y [ Ne # memblock alloch 7 L
- 8 W A
w ~ 916 LN ToFp
9 0 16 A 1014 € n TOFp
) | f ST
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5.4.3.5. P

1 void memblock_free(struct memblock *p)
2 {

3 inti;

struct percpumempool *pcpp;

pcpp = & _get_thread_var(percpumem);
if (pcpp ->cur >= 2 * TARGET_POOL_SIZE -
{

spin_lock(&globalmem.mutex);

4
5
6
7

© o

for (| = pcpp - >Cur,
| >= TARGET_POOL_SIZE; i - )

10 globalmem.pool[++globalmem.cur] =
pcp p- >poolli];
11 pcpp - >pool[i] = NULL,;
12}
13  pcpp ->cur = i
14  spin_unlock(&globalmem.mutex);
15 }
16 pcpp - >pool[++pcpp - >cur] = p;
17}
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[ Lock 1 j
Thread A %[ Lock 2 j
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1 spin_lock(&lock?2);

2 layer_2_processing(pkt);
3 nextlayer = layer_1(pkt);
4 spin_lock(&nextlayer - >lockl);
5 layer_1_processing(pkt);
6 spin_unlock(&lock?2);

7 spin_unlock(&nextlayer - >lockl);

64 1 Ne b

T =0 v o -~
A

1 retry:

2 spin_lock(&lock2);

3 layer_2_ processing(pkt);

4 nextlayer = layer_1(pkt);

5 if (!spin_trylock(&nextlayer - >lockl)) {
6  spin_unlock(&lock?2);

7 spin_lock(&nextlayer - >lock1);

8  spin_lock((&lock2);

9 if (layer_1(pkt) !'= nextlayer) {

10

11

12

13 }
14 }
15 layer_1_processing(pkt);
16 spin_unlock(&lock?2);

17 spin_unlock(&nextlayer

spin_unlock(&nextlayer
ock?2);

- >lockl);
spin_unlock((&l
goto retry;

- >lockl);

)

(@l}]

“ Ne
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p Y 0 - 65 Ab 64T ©» 0O 1 b ~ 5
spin_trylock() ® o A " 4 0 - b~
b 0 - 0A
spin_trylock() w~ 15 1 bA t° 6
N 8 0 Ab - T
- Ethernet WIiFi™ layer 1(P A
" T # A Yy 9 -
0 - A
6.2 6.4[ 65 1 [T 7 .
63 Uyl © 6.5 3 v .
B 7 A R 3 ®v  Ap
W ~ 7 Yy ensure that the needed data structures remain in existence during
the time that neither lock is héld 6.3 1 TW vl fi
T A
6.1.2.5
D W &) L p ) A 6.6T
n D A oT vWal Au 3,0 i Y "
HuB ‘
1. 4 1 6 1 do_one_thing
2. 18 2 0 2 do_a_third_thing@
3. 1 O 2 ¢ 2 A
4, 2 0 I o 1 A
5. 1 T [ retryA
6. 2 [ retryA
75 b il v e A
1 void threadl1(void)
2 {
3 retry:
4 spin_lock(& lockl);

5 do_one_thing();
6 if (!spin_trylock(&lock2)) {
7 spin_unlock(&lock1);



8 goto retry;

9 }

10 do_another_thing();
11 spin_unlock(&lock?2);
12 spin_unlock(&lockl);
13}

14

15 void thread2(void)

16 {

17 r etry:

18 spin_lock(&lock?2);
19 do_a_third_thing();

20 if (!spin_trylock(&lock1)) {

21  spin_unlock(&lock?2);
22  goto retry;

23 }

24 do_a_fourth_thing();
25 spin_unlock(&lockl);
26 spin_unlock(&lock?);
27}

6.4 6.6T

b MNe 3 A 2

6.1.3.] 3 W
N/A

6.1.4.H®'
N/A

6.2. G 3
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6.2.1.1d

N/A

6.2.2.

N/A

6.2.3.Beyond ReadeWriter Locks

VAXCluster E A

6.3.9272 ©@&ie p "I 3 £ existenceguaranteel

T W L G existence guarante¢GKAS99T

@ - Ve [ O 0
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0 - 6.7 A

1 int delete(int key)

2 {

3 int b;

struct element *p;

4
5
6 b= hashfunction(key);
7 p = hashtable[b];

8 if(p==NULL||p - >key = key)
9 return O;

10 spin_lock(&p - >lock);

11 hashtable[b] = NULL;

12 spin_unlock(&p - >lock);

13 kfree(p);

14 return 1;

15 }



6.7
6.5 6.7 8 T
HW
6.6 6.7¢¥ Y
1 int delete(int key)
2 {
3 int b;
struct element *p;
spinlock_t *sp;

b = hashfunction(key);
sp = &locktable[b];
spin_lock(sp);

10 p= hashtable[b];
11 if(p==NULL || p

12 spin_unlock(sp);

13  return O;

14 }

15 hashtable[b] = NULL,;
16 spin_unlock(sp);

17 kfree(p);

18 return 1,
19}
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RCU CA MCA CA
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2. bag P A ST ALA
3. | i a P T AMLTA
4. | - 0 A b - a p "I CAML"A
5. | - 0 A b “T CAL"A
6. | v 0 A b v 0 a p
"I MCAL"A
P 7 6 Linuxp T v A b "~ P “
b3 P A -  CAL [ MCAL LT CAML -
7 v ‘T -I'T AL AMLET CAMLEA 822 | F =
Linux4A A FO oo "7y 0 M Ne
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8.2.1.A1 Q1 3 @ih N

8.2.1.1 ¥ G i ST 8.2.1.2 vb P
A T AL 8.2.1.3 v 0 a P A
I AML™  8.2.1.4 ¥ a p A “I CAML™A
8.2.1.1. v

1 struct sref {

2 int refcount;

3%

4

5 void sref_init(struct sref *sref)
6{



*))kfree);
20
21 if ( -- sref - >refcount == 0) {
22  release(sref);
23 return 1;
24 '}
25 return O;
26 }
8.1 | API
i b b3b P Y
W G * A C W
Q oy L3y e G ap al
A G G H G i1
W @ SR - P
APT ¥y [ v
8.2.1.2. |

7 sref - >refcount = 1;

8}

9

10 void sref_get(struct sref *sref)
11 {

12 sref - >refcount++;

13}

14

15 int sref_put(struct sref *sref,

16 void (*release)(struct sref *sref))
17 {

18 WARN_ON(release == NULL);
19 WARN_ON(release == (void (*)(struct sref

1 struct kref {

2 atomic_t refcount;
3%

4

“yy b
D n

b r 34
8.1 v

s M opencodedh



5 void kref_init(struct kref *kref)

6 {

7 atomic_set(&kref - >refcount,1);

8}

9

10 void kref_get(struct kref *kref)

11 {

12 WARN_ON('atomic_read(&kref - >refcount));
13 atomic_inc(&kref - >refcount);
14}

15

16 int kref _put(struct kref *kref,

17 void (*release)(struct kref *kref))

18 {

19 WARN_ON(release == NULL);

20 WARN_ON(release == (void (*)(struct kref

*))kfree);
21
22 if ((atomic_read(&kref - >refcount) == 1) ||
23 (atomic_dec_and_test(&kref - >refcount))) {
24 release(kref);
25 return 1;
26 }
27 return O;
28 }
8.2 Linuxp kref API
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82 w. H b G ‘" We CPU ¥ W@
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kref ToWed 10T 8.2T 13 2 A 5[ 8
kref_init()® A . w 1A " atomic_setl) - W
i v b G b atomic’t b A b A
kref_init()® - T - i1t CPU
H [P A
10-14 kref_get(P p | v v A atomic_inc()
A b N n ~p G kref/ i
T f Linuxp bAK v n -~ [
W A
1628  kref put(Pp = 22 v o ou T b °H
0  kref_get()” 23 | v vu OA H
"N kref_put) = release® T ¥
b A ¢ kref put)  OA
8.3 82T 22 W X~ H 23
“ .
84 827 22 v uwl 4 b
8.2.1.3. P A
Linux p ¥ e A
W H " struct dst_entry v
o - 8.3 A

1 static inline
2 struct dst_entry * dst_clone(struct dst_entry *
dst)



3{

4 if (dst)

5 atomic_inc(&dst -> refcnt);
6 return dst;

7}

8

9 static inline

10 void dst_release(struct dst_entry * dst)

11 {
12 if (dst) {
13 WARN_ON(atomic_read(&dst -> refent) < 1);
14 smp_mb__ before _atomic_dec();
15 atomic_dec(&dst -> r efcnt);
16 }
17}
8.3 Linuxp dst_clone API
W @ dst _entry * H ya dst_clone()
I v bs e - D p T i1t A w
VW @ “ dst_clone® P Kv P A dst_entryp i
r Y p ) ’ " b p T Hp
~ D dst_entry TJVA
dst releasef) ~ ¥ K T v " dst_release()
e W > 0 dst_entry "H A 14 :':~ dst_release()
I uWaep - CPU V¥ A
v dst_clone() dst_release() b TP Y7
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Linux p fget) fput( G A 84
A
1 struct file *fget(unsigned int fd)
2 {
3 struct file *file;
4 struct files_struct *files = current - >files;
5
6 rcu_read_lock();
7 file = fcheck_files(files, fd);
8 if (file) {
9 if (fatomic_inc_not_zero(&file ->f _count)) {
10 rcu_read_unlock();
11 return NULL
12}
13 }
14 rcu_read_unlock();
15 return file;
16 }
17
18 struct file *
19 fcheck_files(struct files_struct *files,
unsigned int fd)
20 {
21 struct file * file = NULL,
22 struct fdtable *fdt =
rcu_deref erence((files) - >fdt);
23
24 if (fd < fdt - >max_fds)
25  file = rcu_dereference(fdt - >fd[fd]);
26 return file;
27 }
28

29 void fput(struct file *file)
30 {



31 if (atomic_dec_and_test(&file ->f _count))
32 call_rcu(&file ->f u.fu_rcuhead,
file_free_rcu);
33}
34
35 static void file_free_rcu(struct rcu_head *head)
36 {
37 struct file *f;
38
39 f = container_of(head, struct file,
f u.fu_rcuhead);
40 kmem_cache_free(filp_cachep, f);

41}
8.4 Linuxp fget/fput API
4 fget()d F ¥ @ s ) - "
@ A 6 rcu_read lock) ~ RCU x MA K
v call_rcu(} 14 [ rcu_read_unlock()
~ o T 10 14 “A 7 a fd ) -
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A
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22 a rcu_dereference() 0 KF | ) 24
) HpA Y 25 O struct
file ) rcu_dereferencef) A 26 struct file )
24 © H NULLA
fput() W @ struct file A 31 | -
vu O H 32 call_rcu(} struct filé call_rcu()
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void atomic_dec(atomic_t *var)b P n,
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void atomic_set(atomic_t *varint val) v w valA
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. void call_rcu(struct rcu_head *head, void (*func)(struct rcu_head *Head))
s RCU X M func(head)b  call_rcu()
A ‘ A * head i RCUG W
@ * func P A call_rcu()| func
wln LAkyv = Wan
Waen A
. type *container_of(p, type,'f) #* P W type

T f A



void rcu_read_lock(void) W a RCU x M

A
void rcu_read_unlodkoid) W a RCU X M ARCU
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. void smp_mb__before_atomic_dec(vobid) ) atomic_dec()
A TP v Y n v :
b A
structrcu_head ¢ RCU N n
A bui RCUG T Ve A
8.2.3. Qr Wp
v o TP W 0 . E
- We CPU K F A D1T o ~
CPU ¢ RCU: A Y O® Y # Ta |
b o TP Y n As E
synchronize_srcu() AT W 0 MNe A
a b . G 0 b G
W 0 A
8.3.ReadCopy Update RCU
8.3.1.RCU9 ~
b * Paul E. McKenney Jonathan Walpok
[ [ ~ RCU W L* 2002 10 Linux p
ARCU'H IS b 0 R Y " A
€ U 3 b7 Q - Q
Q H 0 v G b~ RCU
G G W ° G L x M
ARCU § a = F G L~ 0 0
- G b A L
Ne b~ A 7 U P ~ RCU
B N A
8.6 b3" vy Q 0 H
[ vl RCU . H, L W



H b. L ‘ - W RCUbL"™ b ~A

ZGLW i C a API
; A W v Fhae A
RCU 27 LY We L 6 " we 6- ~ 2
@ G “vybi 0 - A 8311 20 I
L~ ¢ ~ A 8312 SVRRY RCU © - A
8.3.1.3 LI @ © "H 0 T=
b A 8.3.1.4  RCU A
8311 o0 I L
RCU Wa” Y o “va k ARCU
W oo i L v 0 ~Aee® "X A vu
NULI n ap v Wet N A . A
8.5 0 B W b ~A
1 struct foo {
2 inta;
3 int b;
4 intc;
5}
6 struct foo *gp = NULL;
7
8/x...*
9
10 p = kmalloc(sizeof(*p), GFP_KERNEL);
11p ->a=1,
12p ->b=2;
13p ->=3;
14 gp = p;
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4 rcu_assign_pointer(gp, p);
rcu_assign_pointef)0 L W @ ) L CPU uw p ¥\
v P ugp VA
b "7 G b " u 3 G 0 A
4 e° T 9 ¢
1p=9p;
2 if (p '= NULL) {
3 do_something_with(p ->a,p ->b,p ->c);
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1 rcu_read_lock();
2 p = rcu_dereference(gp);
3if (p !'= NULL) {
4 do_something_with(p ->a,p ->b,p ->c)
5}
6 rcu_read_unlock();
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1 struct foo {

2 struct list_head *list;

3 inta;

4 int b;

5 intc;

6}

7 LIST_HEAD(head);

8

9/ ... %

10

11 p = kmalloc(sizeof(*p), GFP_KERNEL);

12p ->a=1;

13p ->b=2;

14p ->c=3;

15 list_add_rcu(&p - >list, &head);
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